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ABSTRACT

As the number of Internet-of-Things (IoT) devices increases, our information can be easily leaked out by
these devices. However, IoT devices have shown security problems due to lack of resources to use
conventional security solutions. Previous studies using machine learning based on artificial neural networks
propose useful security systems. However, they use lots of energy to ensure high performances and this point
makes them unsuitable for IoT devices which use less energy. To address this issue, we propose a intrusion
detection method using Spiking Neural Networks (SNNs). Using the proposed method, we detect malicious
packets more accurately than the detection method using Deep Neural Networks (DNNs) with 15.08-40%
reduction in power consumption. Furthermore, we propose the optimal network structure for the proposed
method and analyze performance changes of the proposed method according to existence of a preprocessing
scheme. The experimental results demonstrate SNNs-based detection method succeeds to detect malicious
packets with high energy efficiency and we shows that our method can be a feasible security solution for

defending IoT devices from network attacks.
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AFE qlEfull(internet of things, IoT) 7]7]9] F43F
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A4E go] WAL Qlr) W IoT 71715 AR}
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Hjate] Ag] @]9} 22o] 10T 717]¢] Hate] thalo]
o A7 FAo I HESl olef gt 52 10T
7171l A4t Bak EAlE o1¥ 4 9lch
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A7) (jamming), 2~ (spoofing) ¥} 72 37l F<F
s}, olzigt Bt EAE A $d Er] A B
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A= G, PLSE 212 xR 22 Hatk As-g
AT = glemR xde] 3H4El 10T 717]eA] ARS-
3}7] A3 12fuh PLS= OSI 4] AlellA]
o] R x| = Au]2~ A ¥ (denial of service, DoS),
HAF Au) 2~ AR A (distributed denial of service,
DDoS)¥} 72 F4E W= Aol g 7RItk

o|HF A9l ASE Ml = FAE ] Sl
3] &A] A|2El(intrusion detection system, IDS), "}
3 (firewall) 3} 722 10T 7]7]l W BoF £F49-S
st Az} wol o] F P, 7|&e] A= A}
A 12 7R 2 kare]s k] IDSe} wishEe- ok
2 FAe] daires = BeS vk Jeh 73
3 ] FA el 7|ekhe T wljitel] o] el Bargl
A 9l ME2L F4(zero-day attack)S HA|5)7] oI5
v} 224 H21d(deep learning, DL)3} X7 % (neural
network, NN)& 283+ &%) upe] dlF=lsich

Z+- NN 7]4ke] IDS &3l w2, NN-IDS+ =
- A W Aes Bdek ol WAl Dos,
DDoS 2 Mirai Botnet?} 752 tlofsh -3 W2z
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o] 2 ~3}o]7] Al7dvik(spiking neural network,
SNN) 71k} Z1q] &) vhiS AldRIch SNN-2 2~}
o|zE T3l AlF Tl ARE A3l A etk
og] A7l wa

2 =
™ SNN-2 4135 A7 (deep neural
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network, DNN), <= X173 vl (recurrent  neural
network, RNN), A<+ 417d"(convolution neural
network, CNN)3} -2 7]32] Al7vknc) I 2
AR E n|F o] o2} o2 AlgRRkE =2
oS BT B =Fellx] AAIZE SNN-IDSE
DNN 7|4t ihHe} 22 oUx] & AMSeFHA o =
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dyz|Z= 7ke] IDS7} vl AlgkE i) Simple
service discovery protocol (SSDP) DDoS +AL 9k}
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listy 22z WEhgee A% IDSE Alsksilesl
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T} 919 e ARA Rl A eSS 7ak
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Fig. 1. Mechanism of spiking neural networks
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3.3 7|87]| 7l¢t &

2 el sk Ao shEA At sy
(stochastic gradient descent, SGD)2 AHgskc}l A}
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3.4 Principal Component Analysis

PCAT M 4 79 7Red] stz di=ke] 54
< F3sta gl mAe] dlole] A3ke #4 of
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& Foms AR ANE sl AFo] AE
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Table 1. Attack packets included in the dataset
1271¢] eHAd SR} b A& AFsh, Sl
dolge] 4= a8 33} %ﬂm]. w3l glo|eAle DDoS Based Attack Name
: fat MSSQL
timestamp, protocol source IP/port, destination IP/port TCP Q
SSDP
DNS
5.07M
Refleation LDAP
X C1lecCt1o:;
et T Attack TCP/UDP Net BIOS
I e SNMP
SNN’i: 1.20M e Port Map
TETP 20.08M
MSSQL 10.31M NTP
UDP-lag{| 0.37M UDP
syn 6.47M TFTP
SSDP 2.61M
, ) TCP SYN Flood
5M 10M 15M 20M 25M Exploitation
UDP Flood
J8 3. FH2E dolE X2 Attack UDP o
Fig. 3. Number of data per class UDP-Lag

E 2. delede 54 74

Table 2. Dataset feature composition

Num Feature Name Feature Type
FO Flow ID continuous
F1-F4 Source (IP/Port), Destination (IP/Port) categorical
F5-F6 Protocol, Timestamp categorical
F7 Flow Duration continuous
F8-F9 Total (Fwd/Bwd) Packets continuous
F10-F11 Total Length of (Fwd/Bwd) Packets continuous
F12-F19 (Fwd/Bwd) Packet Length (Max/Min/Mean/Std) continuous
F20-F21 Flow (Bytes/s / Packets/s) continuous
F22-F25 Flow IAT (Mean/Std/Max/Min) continuous
F26-F35 (Fwd/Bwd) IAT (Total/Mean/Std/Max/Min) continuous
F36-F37 (Fwd/Bwd) PSH Flags continuous
F38-F39 (Fwd.Bwd) URG Flags continuous
F40-F41 (Fwd/Bwd) Header Length continuous
F42-F43 (Fwd/Bwd) Packets/s continuous
F44-F45 (Min/Max) Packet Length continuous
F46-F48 Packet Length (Mean/Std/Variance) continuous
F49-F56 (FIN/SYN/RST/PSH/ACK/URG/CWE/ECE) Flag Count continuous
F57-F58 Down/Up Ratio, Avg Packet Size continuous
F59-F60 Avg (Fwd/Bwd) Segment Size continuous
Fo1 Fwd Header Length.1 continuous
F62-F67 (Fwd/Bwd) Avg (Bytes/Bulk / Packets/Bulk / Bulk Rate) continuous
F68-F71 Subflow (Fwd/Bwd) (Packets/Bytes) continuous
F72-F73 Init WIn Bytes (Fwd/Bwd) continuous
F74-F715 Act Data Paket Fwd, Min Seg Size Fwd continuous
F76-F79 Active (Mean/Std/Max/Min) continuous
F80-F83 Idle (Mean/Std/Max/Min) continuous
F84 Simillar HTTP categorical
F85 Inbound continuous
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gl 2 melds & 28 Zo] BEAE A3
(continuous) ¥} ¥ (categorical) F+ 7IX| 2 H-53t
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M
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b
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%43} 3~= adaptive moment estimation (Adam)
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& A} 3PS 718k ® ) momentum®} RMSProb3-
g3 43} dare]Ee|tk Momentum 22 FHA3-S K-
ofgte] 2 Hghe| FHEe= S WSl
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T ARElA 71e7]E AR

4] 3= mean squared error (MSE)E- A-8-gkc}
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i=1
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i(epoch)% 1, Hil =7|(batch size)E 1285 3}n], 3
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= Sigmoid $55, vhE el Softmax 5
gl 243t 9= Adam(Ir=0.001)2 AH&-3}H]
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dlole] e 2 29 &< Ubuntu 20.04°14
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B ol o2l BR} thE BRE 1Pl
At o7l Efelld= oA HAZlE TSk Wi,
o Bl A3 FelaE A e Alge
chest e Az Ak 3, o)xl BRek tF
_,*n_o]]/(‘] 7};4 =& 2—1§L TE Eo]% A]7§\:ﬂ- z_E_:TL
gk EA4, A e A o A AR =
ol PCAS 27} 1431918 wle] A% wshe selg
t} Ao ® PCA7} Adgoll oWt d3ks vix|=A]
off sl EA3let ofull, o3l & ¥ vl el et
vlel kgt o] Ak ol Fe 1, wjx] =)
128, A3} Y= Adam, 4 = MSE—El aaals
t}. sherat elEel] AHSHE Hlolele] HlE-E 82R
&3zl 520k, H|2Ee] 130k AHgkc,

[e5

N

5.2.1 0|7<I/|:|§ 22 A5

o]zl e} v el ¥Rk el i 33
2tk °l7<1 FeldE dub S22 True(0)2, 24 )
Z) S]] talA] = False(1) 2 g}, o5 BRollA
= ot 7l 0, G FHZle 1122 Fdgich o)zl
HEAE o AL AL8sR] A sk Al

slole Wl A1 Fe YIRS Mol wE SE T

E 3. FH 2y e
Table 3. Label assignment per class

Label

Type Binary Multi
Benign 0 0
SYN Flood 1
DNS 2
NTP 3
TFTP 4
UDP-Lag 5
SNMP 6
SSDP > ! 7
Port Map 8
LDAP 9
Net BIOS 10
MSSQL 11
UDP Flood / 12

_I.L 4 EE ‘?E
Table 4 Confusion matrix
Actual
Positive Negative
Positive TP FN
Prediction

Negative FP N

W Algaiel, Bl Egele] £ 807he] Ao A
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Table 7. Comparison performance of SNNs and DNNs
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Model Accuracy Energy
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